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Remote Access Services

This document is divided in the following three main sections.

A) Pre-Installation Configuration and Overview (Read first)
B) Installations Section
C) Configuration Section

It is important to follow the instructions as describe in this document
to ensure the virtual infrastructure is properly set up for this lab and
future used. This lab will serve as the cornerstone for our labs virtual
environment. Part | (this document) will consists of setting the
environment and Part Il (future document) will focus on both offensive
and defensive security.

We recommend reading information in this document entirely before
proceeding with the installation and configuration for this lab. It is
better to have an overall view and understanding of all steps that will
required for successfully setting this virtual environments. Futures
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labs will be develop utilizing this environment and will demonstrate
some aspects about cyber forensic and cyber security.

The table of contents is empty because you aren’t using the paragraph styles set to
appear in it.

Table of Contents

Pre-Installation Configquration............c......3
Installation Section.........ccoeeeseresseesensseasal
Confiquration Section..........ccveeeeseeeseneeea17

External Resources

https://blogs.technet.microsoft.com/rrasblog/

https://blogs.technet.microsoft.com/rrasblog/2009/03/17/remote-access-
design-quidelines-part-1-overview/

https://social.technet.microsoft.com/wiki/contents/articles/
37890.windows-server-2016-installation.aspx

https://www.wikihow.com/Install-Windows-10-in-VirtualBox

https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-
installing-windows-10-on-oracle-virtualbox/

https://kifarunix.com/install-and-configure-endian-firewall-on-virtualbox/

https://youtu.be/1xAXamN9tiU



https://blogs.technet.microsoft.com/rrasblog/
https://blogs.technet.microsoft.com/rrasblog/2009/03/17/remote-access-design-guidelines-part-1-overview/
https://blogs.technet.microsoft.com/rrasblog/2009/03/17/remote-access-design-guidelines-part-1-overview/
https://social.technet.microsoft.com/wiki/contents/articles/37890.windows-server-2016-installation.aspx
https://social.technet.microsoft.com/wiki/contents/articles/37890.windows-server-2016-installation.aspx
https://www.wikihow.com/Install-Windows-10-in-VirtualBox
https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-installing-windows-10-on-oracle-virtualbox/
https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-installing-windows-10-on-oracle-virtualbox/
https://kifarunix.com/install-and-configure-endian-firewall-on-virtualbox/
https://youtu.be/1xAXqmN9tiU
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PRE-INSTALLATION CONFIGURATION

Oracle VirtualBox Confiquration

1) One VirtualBox Network - Select the following Menu Options to create
and NatNetwork and assign the following IP network (10.0.2.0/24)

VirtualBox / Preferences / Network - Virtual Box Menu Options

VirtualBox File Machine Window Help

a) NatNetwork
10.0.2.0/24

Create or modify your existing Nat Networks based on the information
provided above.

This NatNetwork will be assign to the following VMs
1) Endian Firewall/Router (bridged)

2) Windows 10 Remote Client (only when testing RAS server) - This
windows 10 remote client will be configure in two different networks during
the lab depending on the functions it will performed. (Administrator Client
virtual machine when working on the internal network, and when
accessing the network remotely using the windows VPN services.

b) Three Host Networks

1) vboxnetO - this network is the internal network for our secure
server infrastructure. (PDC)
192.168.56.0/24
dhcp option enabled



Page 4 of 37 LAB INSTRUCTIONS

2) vboxnet1 - this network is the internal network for our DMZ
perimeter. (RAS)

192.168.57.0/24
dhcp option disable

3) vboxnet2 - this network is the WAN network for our DMZ
perimeter. (RAS)
192.100.1.0/24
dhcp option disable

VirtualBox File Machine Window Help

File / Host Network Manager / create - Virtual Box Manu Options
O Host Network Manager

ERC

Create : Remove Properties

Name A |Pv4 Address/Mask IPv6 Address/Mask DHCP Server
vboxnetO 192.168.56.1/24 v/ Enable
vboxnet1 192.168.57.1/24 Enable
| vboxnet2 192.100.1.1/24 Enable

WLLblalily DHCP Server

Configure Adapter Automatically
© Configure Adapter Manually
IPv4 Address: 192.168.56.1
IPv4 Network Mask: 255.255.255.0
IPv6 Address:

IPv6 Prefix Length: 0

Reset Apply Close
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Note: The following information is provided as an overview of the
assignment and attachment of virtual networks during the installation. Not
action is required below this point the pre-configuration. You might need to
make reference later to this information.

The ip networks and vboxnet0 and vboxnetl adapters are default
configuration for virtualbox, Please, note that vboxnet2 is not a default IP
addresses and must be a public ip address for VPN configuration on RAS
server to work.

Remote Access Windows Server
2016 Protection - p-art |
(infrastructure)

public internet

Laptop

a4

Web Server

>
\“‘%;z,

&

Workstation

Directory Server
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FW/Router (endian fw)

Four Network Adapters will be assigned to Endian FW/Router VM. It’s
recommended to assign two adapters when installation the firewall and
configured them during the installation configuration steps. We will
identify the adapters and networks as RED, GREEN, ORANGE and BLUE
on Endian. The following four adapters will be configured for Endian FW/

Router Virtual Machine. (the following screenshots are only available after creating
FWR VM for Endian)

The windows 10 vm will be assign to vboxnet0 and dhcp configuration will
be required (default on windows 10 vm)

Two Windows 2016 Standard servers will be install and configure with one
or two network adapters as follow.

pdc server
vboxnet0 (only one interface attach and configure on primary
domain controller)

ras server

vboxnet1 (internal)
vboxnet2 (WAN)

End of section: Pre-Configuration and Overview.
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INSTALLATIONS SECTION

Instructions for Windows Servers (PDC1, RAS
Server

1) Create two NEW VM on VirtualBox for Windows Server 2016
2) Add ISO to New Windows Server 2016 Storage (download I1SO file)
3) follow the steps listed on the following document (select Installation

desktop experience)
4) the same steps must be follow for two VMs (PDC1, RAS)

https://social.technet.microsoft.com/wiki/contents/articles/
37890.windows-server-2016-installation.aspx

In our example, we selected Windows Server 2016 Evaluation
(desktop experienced)

@® PDC - Windows Server 2016 [Running]

7| C\Windows\system32\LogonUl.exe

Press Ctrl-Alt-Del to unlock

Once the installation is completed the screen above will display when the
VM from VirtualBox is started and core server without desktop
experience was selected during the installation. You will be able to
login with the administrator password to perform network configuration,
adding windows services, troubleshoot and validate configuration. You
could opt to continue with the configuration of the first server or continue


https://social.technet.microsoft.com/wiki/contents/articles/37890.windows-server-2016-installation.aspx
https://social.technet.microsoft.com/wiki/contents/articles/37890.windows-server-2016-installation.aspx
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preparing the virtual infrastructure by adding the other vm machines
required for the lab.

Note: follow the exact instructions for two windows server installations.
Below we will provide configuration instructions under Configuration
Section for both windows servers (primary domain controller and the
remote access server). The installation instructions are identical for both
servers.

HOW TO LOGIN? (instructions)

VirtualBox (Menu Bar Options)

VirtualBox VM Machine View Input Devices Window Help

Input —> Keyboard —> Insert Ctrl-Alt-Del to login to Windows Servers.

Note: this menu bar options are available only if you have an active running virtual
machine.



Page 9 of 37 LAB INSTRUCTIONS

Instructions for Windows 10 Client Installation

A Windows 10 Client VM is required for this lab. The Windows 10 Client
VM will have twofold purpose. First, the Client will be utilize for accessing
the Firewall (Endian FW/Router) web application and make configuration
changes to it. In addition, the Windows 10 Client VM will be configure to
access the internal network from a remote network (in a virtual
environment). We will be providing configuration instructions for Windows
10 Client RAS/VPN access.

Follow the steps by steps Windows Client Installation on VirtualBox by
using either one of the following links.

https://www.wikihow.com/Install-Windows-10-in-VirtualBox

https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-
installing-windows-10-on-oracle-virtualbox/

Once the installation is completed the virtual machine for windows 10
client is ready for installation. The installation steps are listed under the
configuration section on page 24.


https://www.wikihow.com/Install-Windows-10-in-VirtualBox
https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-installing-windows-10-on-oracle-virtualbox/
https://blogs.technet.microsoft.com/canitpro/2015/04/01/step-by-step-installing-windows-10-on-oracle-virtualbox/

Page 10 of 37 LAB INSTRUCTIONS

Instructions for Endian Community Firewall/
Router Installation

The installation of Endian Community Firewall is very simple installation.
Once the software is downloaded and stored in your local hard drive, use
VirtualBox to create a VM for Linux.

Create New Virtual Machine

Once you have the Endian Firewall ISO downloaded, launch VirtualBox
and create a new virtual machine. In this guide, we are going to setup EFW
with the following minimum requirements;
e 8GB storage disk
2GB RAM

[ J
e 1CPU cores
e At least two network interface cards. This guide uses 4 interfaces

(LAN, WAN, DMZ, DMZ-WAN) for complete configuration.

First Interface: GREEN Zone (LAN) — Internal network
Second Interface: RED Zone (WAN) — NAT

Third Interface: ORANGE Zone (DMZ) — Internal network
Four Interface: BLUE Zone (DMZ-WAN) - Internal network

o

o

o

o
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VirtualBox (Manu Bar options)

Select Machines from VirtualBox Menu Bar then click on New

VirtualBox Menu Bar —> Machines —> New

VirtualBox File Machine Window Help

The Endian Firewall will require four VirtualBox Network Interfaces. Ensure
that Endian VM setting is property configured as described in the above
section under FW/Router (Endian/FW) pre-configuration.

Select your New VM (Endian/FW), right click and select Setting then select
the Network Options.

You must ensure that each of the Network Adapters are assigned and

attached to the correct VM Hosts Networks as listed under VirtualBox Pre-
Installation Configuration.

Once you have created a new virtual machine, mount the Endian Firewall
ISO and boot the new virtual machine with it.

VirtualBox Menu Bar —> Machines —> Setting
Select Storage and highlight Controller IDE to add a new Disk

Select Choose Disk to attach the ISO file download from Endian FW
website.
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@ FWR - Storage
General System Display Storage Audio Network Ports Shared Folders User Interface

Storage Devices J‘

drive to controller IDE.

& Empty () Would you like to choose a virtual ‘

m You are about to add a new optical ‘
< Controller: ID# /

A
| optical disk to put in the drive or to L hd
& Controller: SA leave it empty for now?
& FwWR.vdi -
Cancel Choose disk Leave empty
T
¢ R
Cancel OK
[ NON ) FWR - Storage
- = o B D @ B
General System Display Storage Audio Network Ports Shared Folders User Interface
Storage Devices Attributes
- Controller: IDE [ Y- Name: IDE
(@) efw_community-x64_3.3.0_recov... Type: PlIX4
© Empty Use Host I/O Cache
& Controller: SATA
& FWR.vdi

Cancel
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i' o O FWR - Network

W o@D O

General System Display Storage Audio Network Ports Shared Folders User Interface

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v | Enable Network Adapter

Attached to: = Host-only Adapter

Name: vboxnetO

(o)

> Advanced

Adapter 1 is the internal interface for private network.

(@ o FWR - Network

e ed O

General System Display Storage Audio Network Ports Shared Folders User Interface

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v | Enable Network Adapter

Attached to:  NAT Network

Name: NatNetwork

> Advanced

Adapter 2 is the outside interface that connect the FW to the internet.

o O FWR - Network

o W LD @

General System Display Storage Audio Network Ports Shared Folders User Interface

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v | Enable Network Adapter

|

Attached to: = Host-only Adapter

Name: vboxnetl

> Advanced

o)
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Adapter 3 is the interface that communicate with the internal network and is more
secure than the interface that allow Client VPN users to connect to the internal

Network.

‘@ o FWR - Network

T RNOR B¢ Jayen

General System Display Storage Audio Network Ports Shared Folders User Interface

Adapter 1 Adapter 2 Adapter 3 | LGElgG 2

v| Enable Network Adapter

Attached to: = Host-only Adapter H

Name: vboxnet2 a

[> Advanced 'Selects the virtual network

Adapter 4 is the interface that allow outside devices to connect via VPN to internal
resources.
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Install and Configure Endian Firewall on
VirtualBox

Once you are done setting up the virtual machine networks
and storage, your are ready to begin the installation. Start
the VM, the first installation prompt will be selecting the
installation language.

Note: Reference Document... The following link provide information
about Endian Firewall Installation on VirtualBox.

https://kifarunix.com/install-and-configure-endian-firewall-on-virtualbox/

VirtualBox VM Machine View Input Devices Window Help G O 3 2 L w) 15%0) E= Mon10:51PM BenignoRodriguez Q @

T al T (]
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192.168.56.0/24

2) vboxnet1. - this network is the internal network for our DMZ
perimeter. (RAS)
192.168.57.0/24

URL: https:
68.56.101,24
the [UP]

#7192.168.56.101:10443

1IP0Il a0BROO7OIRLAOBT9TI 2V =y

SCREENSHOOTS - ENDIAN-FW



https://kifarunix.com/install-and-configure-endian-firewall-on-virtualbox/
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This images gallery shows some of the screen capture from our
installation. There are few minimum installation setting for the FW.

1) Language Selection

2) Hard Drive Partitioning

3) Network Interface for GREEN Interface (The green interface is the local
secure interface for internal resources. In our lab, it includes a primary
domain controller and a windows 10 client virtual machine.)
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CONFIGURATION SECTION

Network confiquration for windows servers VM

VirtualBox VM Machine View Input Devices Window Help

VirtualBox (Menu Bar)

Select Input / Keyboard / Insert Crtl-Alt-Del to login with your password credential
provided for administrator during installation. This is the password provided during the
installation step shown below.

Customize settings

Type a passwe g1 for the bult-in administrator account that you can use to sign in to this computer,
User name

Password

S -
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Windows PDC Server (2016)

powershell
rename-computer PDC

New-NetIPAddress -IPAddress 192.168.56.150 -InterfaceAlias
"Ethernet" -DefaultGateway 192.168.56.101 -AddressFamily |IPv4 -
PrefixLength 24

Set-DnsClientServerAddress -InterfaceAlias "Ethernet" -

ServerAddresses 127.0.0.1
restart-computer

Windows Domain Configuration

Install-WindowsFeature AD-Domain-Services -
IncludeManagementTools

Install-ADDSForest -DomainName “corp.localdomain”
Add-WindowsFeature Adcs-Cert-Authority -IncludeManagementTools
Install-AdcsCertificationAuthority -CAType EnterpriseRootCA

The Windows Server will restart and the configuration can be verified with
the following powershell commands to ensure AD domain services has
been installed.

Powershell
Get-WindowsFeature

Alternative you might want to create few powershell scripts with the
commands listed above and execute then. We will provide troubleshoot
instructions later to confirm that the configuration is complete and correct.
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Now, continue with the network configuration for the RAS server by
following steps below. Select RAS Server VM from VirtualBox Manager
(start the VM if not started before)

VirtualBox (Menu Bar)

Input / Keyboard / Insert Crtl-Alt-Del - login with password credential
provided for administrator while installation.

VirtualBox VM Machine View Input Devices Window Help

Windows RAS Server (2016)

powershell
rename-computer ras

New-NetlPAddress -IPAddress 192.168.57.150 -InterfaceAlias "Ethernet" -
DefaultGateway 192.168.57.101 -AddressFamily IPv4 -
PrefixLength 24

Note: Ensure the following interface does not have a default gateway!

New-NetIPAddress -IPAddress 192.100.1.150 -InterfaceAlias “Ethernet
2” -AddressFamily IPv4 -PrefixLength 24

route -P add 192.168.56.0 mask 255.255.255.0 192.168.57.101

restart-computer

Set-DnsClientServerAddress -InterfaceAlias "Ethernet" -ServerAddresses
192.168.56.150

add-computer -DomainName corp.localhost -DomainCredential
corp\administrator
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Install-WindowsFeature RemoteAccess -IncludeManagementTools
Install-WindowsFeature RSAT-RemoteAccess-PowerShell
Install-WindowsFeature DirectAccess-VPN
Install-WindowsFeature Routing

shutdown /r

Note: Windows Powershell commands listed above will install all services
requires for completing the LAB. However, the following services required further
configuration.

Remote Access

Routing

Microsoft CA

Installing Server Certificate (RAS Server) and Binding the Certificate to IIS and
Remote Access VPN.
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Endian Firewall Configuration

LAB INSTRUCTIONS

The Endian Firewall requires four VirtualBox Network Interfaces or
adapters. Ensure that the VM for endian setting is property configured

before continue with the following steps.

Select Endian FW from your VirtualBox Man

||| Toois

cil) FWR
: <2 Running

[l | wWindows10

.fﬁ)‘ @ Powered Off

s M5Y Kali
: @ Powered Off
[¢alf | PDC-Standard

%'1'5' e Running

slf | RAS - Standard
2076) => Running

Oracle VM VirtualBox Manager

W U P

New Settings Discard Show

General v Preview
Name: RAS - Standard
Operating System: Windows 2016

(64-bit)

Settings File Location: /Users/jrodsoto/
VirtualBox VMs/
RAS - Standard

[2] system

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-x/AMD-V, Nested

Paging
M pisplay
Video Memory: 128 MB
Scale-factor: 2.00
Graphics Controller: VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled
—)

VirtualBox Menu Bar —> Machines —> Start —> Normal Start




Page 22 of 37 LAB INSTRUCTIONS

FWR [Running]
Endian Firewall Community release 3.3.0
Product: Community (64 bit)
ostname: fw-router

Zone [DHCP SERVER ENABLED]
anagement URL: https:rr192.168.56.101:10443
IPs: 192.168.56.101-24
Devices: eth® [UP]

plink - main [ACTIVE]
IPs: 10.0.2.5-/24 10.0.2.100-24 10.0.2.150-24 10.0.2.200-24 10.0.2.250-24 [STATIC

1
Device: ethl [UFP1]

¥ Left 88 |

FWR [Running]

hoice: 5
Enter Root Password:
etwork Configuration Wizard

ostname: fw-router

Domain: localdomain

RED interface type: STATIC

RED dewvice: ethl

RED IPs (IP,CIDR): 10.0.2.5-24 10.0.2.100/24 10.0.2.150-/24 10.0.2.200-24 10.0.2.

10.0.2.1
10.0.0.1

ORANGE devices: ethl
ORANGE IPs (IP-/CIDR): 192.168.57.101-/24
BLUE dewvices:
LUE IPs (IP,CIDR): 192.100.1.101/24
Enable SSH access: on
fillow access to ports 22, 80 and 10443 from any interface: off

ostname? fw-router_

@ )t {23 Left 38
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Console Network Configuration (this is option 5 from the console of
the FW)

Select Option 5 from Console Menu and provide Endian Root
Password.

The current configuration will be display.

Note: current configuration should display information configured
during initial VM installation. (see Endian FW Installation)

The configuration wizard will prompt for information, ensure that the

following information is enter. The goal is to configure network
setting for all interfaces and firewall access, including new password

for endian-fw. (the default password is : endian)

Confirm Configuration and write configuration as shown below.

Important firewall configuration: the primary DNS for the nat interface
(red interface) should be your hosts dns primary DNS. (used ifconfig,

! localdomain
D interface type: STATIC
D device: ethl
D IPs (IP/CIDR): 10.0.2.5/24 10.0.2.100-24 10.0.2.150-24 10.0.2.200-24 10.0.2.

D gateway: .0.2
imary DHNS: .0.0.
tcondary DNS: 8.8.8.8

fEEN devices: ethO

REEN IPs (IP-CIDR): 192.168.56.101-/24

able DHCP server on GREEN: on

EANGE devices: eth2

RANGE IPs (IP-CIDR): 192.168.57.101-24

UE devices:

UE IPs (IP-,CIDR): 192.100.1.101-24

able 33H access: on

low access to ports 22, 80 and 10443 from any interface:

.1
1

t the above correct <{yes no>? yes

ite configuration <{yes/no>7? yes_

@ )P e 3 (Y (Y] Left 38
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and/or ipconfig commands on the host machine to find your DNS
server |P addresses)

Note: Option 5 (network configuration wizard) can be run anytime, if
you have mis-configured the firewall, you can go back and re-
configure it again with appropriate information. NAT and Firewall
Rules are required after initial configuration.

Endian Firewall Configuration - Graphical User Interface
Login to Windows Server 2016 - PDC
Find Microsoft Edge and connect to the following link.

https://192.168.56.101:10443

System Status Network Services Firewall Proxy VPN Logs and Reporis

Port forwarding | NAT Port forwarding / Destination NAT
Ouigoing frafiic n Port forwarding / Destination NAT ‘ Source NAT  Incoming routed traffic
Inter-Zone traffic
VPN frafiic n Current rules
System access @ Add a new Port forwarding / Desfinafion NAT rule
Firewall Diagrams

# Incoming IP Service Policy Translate to Remark Actions

1 10.0.2.250 (Uplink <ANY= =5 192.168.57.150 & @ ‘/" ﬁ

Main uplink)

Legend: [ Enabled (click to disable) [] Disabled (click to enable) &7 Edit [f Remove

Show system rules

Status: Connected: main (1d 5h 256m 52s) Uptime: 23:58:33 up 2:51, 0 users, load average: 0.00, 0.00, 0.00

l} Endian Firewall Community release 3.3.0 (c) Endian

Port forwarding / Source Network Address Translation

System Status Network Services Firewall Proxy VPN Logs and Reports

Port forwarding / NAT Source Network Address Translation

Outgoing traffic n Port forwarding / Destination NAT | Source NAT | Incoming routed traffic

Inter-Zone traffic

VPN ftrafiic n Current rules
System access @ Add a new source NAT rule
Firewall Diagrams
# Source Destination Service NAT to Remark Actions
1 192.168.57.150 Uplink ANY <ANY= 10.0.2.250 g Q/'v‘ ﬁ

Legend: E Enabled (click to disable) [| Disabled (click to enable) é/"’ Edit ﬁ Remove

Show system rules

Status: Connected: main (1d 5h 26m 34s) Uptime: 23:50:15 up 2:51, 0 users, load average: 0.00, 0.00, 0.00

Endian Firewall Community release 3.3.0 (c) Endian
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Port forwarding / NAT
Outgoing traffic
Inter-Zone traffic

VPN fraffic

System access

Firewall Diagrams

LAB INSTRUCTIONS

System Status Network Services Firewall Proxy VPN Logs and Reporis

Incoming firewall configuration

Port forwarding / Desfination NAT Source NAT | Incoming routed traffic

Current rules

@ Add a new firewall rule

# Source Destination Service Policy Remark Actions
1 <ANY= 192.168.57.150 <ANY=> =5 E é) ﬁ

Legend [ Enabled (click to disable) [] Disabled (click fo enable) &7 Edit [§ Remove

Show system rules

Status: Connected: main {1d 5h 26m 50s) Uptime: 23:58:31 up 2:52, 0 users, load average: 0.00, 0.00, 0.00

Endian Firewall Community release 3.3.0 (c) Endian

Incoming and Inter-Zone Rules

Port forwarding / NAT
Qutgeing traffic
Inter-Zone fraffic
VPN ftraffic

System access

Firewall Diagrams

System Status Network Services Firewall Proxy VPN Logs and Reporis

Inter-Zone firewall configuration

n Current rules

@ Add a new inter-zone firewall rule

# | Source Destination Service Policy Remark Actions

1 GREEN GREEN =<ANY= =5 & E 6; ﬂ
2 GREEN BLUE <ANY> =5 'S 1 .0 |
3 GREEN ORANGE =ANY= =5 & & E 6) ﬂ
4 BLUE BLUE <ANY> = L XN |
5 ORANGE ORANGE =ANY= =5 & & E 6) ﬁ
6 ORANGE GREEN <ANY> = 'S 1A |
7 192.168.57.150 192.168.56.150 <ANY= =5 ras server to pdc server LN |
& 192.168.56.150 192.158.57.150 <ANY= =5 pdc to ras server & & E é} ﬂ
9 192.168.58.150 <ANY= <ANY> =5 & & E Q? ﬂ
10 Interface 3 <ANY=> <ANY= =5 & E J ﬁ
11 BLUE <ANY=> =ANY= =5 & & E Q/Q ﬂ
12 <ANY= ORANGE <ANY= =5 L E 6; ﬁ

Legend: [ Enabled (click to disable) [] Disabled (click fo enable) & Edit [§ Remove

Show rules of system services EI

n Inter-Zone Firewall Settings

Enable Inter-Zone firewall EE |

Log ted Inter-Zone
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Outgoing firewall rules

Port forwarding / NAT
Outgoing fraffic
Inter-Zone traffic
VPN fraffic

System access

Firewall Diagrams

LAB INSTRUCTIONS

System Status Network Services Firewall Proxy VPN Logs and Reporis
Outgoing firewall configuration
n Current rules
@ Add a new firewall rule
#  Source Destination Service Policy Remark Actions
1 GREEN RED TCPI0 3% allow HTTP $F SR
BLUE
2 GREEN RED TCP/443 <3 allow HTTPS LRI |
BLUE
3 GREEN RED TCPR1 <2 allow FTP LK AT 0 |
4 GREEN RED TCP25 =3 allow SMTP L XA |
5 GREEN RED TCP/110 <= allow POP LA |
6 GREEN RED TCPI143 3% allow IMAP XA |
7 GREEN RED TCP/B95 <3 allow POP3s LRI |
8 GREEN RED TCP/993 <=  allow IMAPs L XA |
9 ORANGE RED <ANY= = L XA s |
10 GREEN RED TCP+UDP/S3 =3  allow DNS LRI |
ORANGE
BLUE
11 GREEN RED ICMP/8 E allow PING &
ORANGE ICMP/30 et I8
BLUE
12 192.168.57.150 192.168.56.150 <ANY> = PSF IR
13 192.168.56.150 192.168.57.150 <ANY> =5 POF ST
14 192.168.57.150 RED <ANY> = *» FIR

Show system rules

Legend [ Enabled (click to disable) [] Disabled (click to enable) &7 Edit ﬂ Remove
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Network configuration for windows 10 client VM

CONFIGURATION OF WINDOWS 10 CLIENT will required the following
steps

1.

SRS ARN

~

login to windows 10 VM (username and password provided while
installation)

runs as administrator CMD

powershell

rename-computer WINPC

restart-computer

set dns server ip address

a. Set-DnsClientServerAddress (see below)

add-computer -DomainName corp.localhost -DomainCredential
corp\administrator (see screenshot for powershell with -server option)

Set-DnsClientServerAddress -inetrerfaceAlias “ethernet” -serverAddress
“192.168.56.150” -validate

Remember that this VM will use a vboxnet0 with DHCP enable, therefore
not ipaddress configuration is require, you must confirm ip address with
ipconfig /all command line.
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[ NON ] Windows10 [Running]

BN Administrator: Command Prompt - powershell

tes of da

round in milli-seconds:
Minimum = @ms, Ma ems, Average = om
Control-C

round t
= Bms,

> Add-Computer

cmdlet Add-Computer at command pipeline position 1
r values for ing parame
Name: corp.lc
lG: The changes will take effect after you restart the computer WINPC.
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VPN Configuration for windows 10 client VM

VPN Configuration can be found under setting for windows network
setting and internet connections. In the bottom right side of your windows
10 client VM open network setting by right-click on the PC icon. Network
& internet windows will pop up.

h

347 AM

B A DD oo B
B @ M Y] Left 6 |

Network & Internet Setting Windows

Select VPN on the left side panel then click Add a VPN Connection.

Network & Internet + Add a VPN connection
£ Status
Advanced Options
1 Ethernet
Allow VPN over metered networks
7 Dial-up Q On
I o VPN Allow VPN while roaming
N @ o
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Fill out the all information as shown below and save the configuration.

Edit VPN connection

These changes will take effect the next time you connect.

Connection name

myVPN2

Server name or address
vpn.corp.localdomain
VPN type

Type of sign-in info

User name (optional)

Save Cancel

Note: The server name or address is the outside interface of the
Endian Firewall. IP forwarding is require to forward VPN traffic to RAS
server. (vpn.corp.localdomain is a CN for RAS.corp.localhost certificate)
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Remote Access Configuration

Remote Access Services required a client authentication certificate on the RAS server
for user authentication. The PDC Server is already configured for AD CA services. We
will illustrate the steps to configured the RAS server, request a certificate from the CA
server (internally) and show how to bind the certificate to Remote Access Server.

We will utilized desktop experience interfaces to configured RAS server, request a
server certificate for authentication and biding it to both Web Server and RAS services.
| will suggest to watch the video explaining the configuration steps for requesting a
certificate for the server and binding, a contribution from NLB Solutions.

Certificate Request

File Action View Help
e |26 42 XE = HE

ﬁ certlm - [Certificates - Local Computer\Personal\Certificates] — O >

<

5 Certificates - Local Computer A
v || Personal

| Certificates

» || Trusted Root Certification
» || Enterprise Trust

5 || Intermediate Certification
v || Trusted Publishers

v || Untrusted Certificates

> || Third-Party Root Certifica
» [ | Trusted People

» [] Client Authentication Issu
» || Preview Build Roots

> || Remote Desktop

» [ ] Certificate Enrollment Rec
» || Smart Card Trusted Roots
5 || Trusted Devices

> || Web Hosting

" Wind e Lives 1N Taban lee

>

Issued To Issued By Ex

% RAS. corp.localdomain corp-PDC-CA

Personal store contains 1 certificate.

T T ETTTIT T I Ir I

T T TIT U Y T
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Binding Certificate to Web Server Default Site

?ﬂ Internet Information Services (I1S) Manager - O x
& @ » RAS » Sites » Default Web Site » b= @
File View Help
Connections . Actions
o Default Web Site Home : n
aa" H i & B Explore
-3 Start Page Edit Permissions...
Filter: ~ ¥WGo - Show All —
€5 RAS (RAS\Administrator)| | _ AT = e
: o Edit Site
@ Application Pools 5 A g
v E Sites N In' mg;....
. €D Default Web Site = (V] E Basicte e
Authentic... Compression  Default Directory View Applications
Document  Browsing View Virtual Directories
= e EE=T - I - ~
a ;ll:ﬂ | k’-J Manage Website (A
Error Pages  Handler HTTP IP Address & Restart
Mappings Respon..  and Doma... P Start
] Y e B Stop
j =g '!%H ;w*_j
E Ji— =l ’ Browse Website
[} Logging  MIME Types  Modules 0utgut Browse *:30 (http)
Caching
__ Browse
S vpn.corp.localdomain on
=
o= v =443 (https)
Advanced Settings...
. ;| T Feture View i Content view — .
Ready 94
Site Bindings ? X
Type  Host Name Pot  IP Address Bindi| | Add.
http a0 * .
. . Edit.
https  vpn.corp.localdomain
‘ Remove ‘
’ Browse

Cloze
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Binding Certificate to RAS Services (Routing and Remote Access)

RAS Properties ? X
General Securty |Pvd Py IKEw2Z FPPP Logaing

The Authentication provider validates credentials for remote access clients
and demand-dial routers.

Authentication provider:
Windows Authentication - Configure. ..

Authentication Methods. .. |

The accounting provider maintains a log of connection requests and
sessions.

Accounting provider:
Windows Accounting ;I Configure. ..

The custom |IPsec policy specifies a preshared key for LZTP/IKEvZ
connections. The Routing and Remote Access service should be started to
set this option. [KEvZ initiators configured to authenticate this server using
certificate will not be able to connect.

[~ Allow custom |Psec policy for L2TP/IKEv2 connection

Freshared ey

— 551 Certfficate Binding:
[ Use HTTP [y

Select the certificate the Secure Socket Tunneling Protocol (SSTF)
server should use to bind with S5L (Web Listener)

Certficate: [RAS corp localdomain | LI

oK || Camcel | Aoply
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The following video was also used for reference. Contribution by NLB Solutions

https://voutu.be/1xAXgmN9tiU



https://youtu.be/1xAXqmN9tiU
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VPN Configuration Test

VPN Configuration can be found under setting for windows network
setting and internet connections. In the bottom right side of your windows

10 client VM open network setting by click on the PC icon. Both the local
and VPN networks should display as shown below.

MNetwork 3

Q Connected

oga myVPN2

Network & Internet settings

Change settings, such as making a connection metered.

650 PM
AT o B

Rok@g EilidcD Leftss

Select myVPN2 Connection and click Connect. This should allow the
users to be authenticated internally by the Remote Access Server (RAS).

Following shown the two network ip addresses assigned to the client from
the CMD prompt (ipconfig).
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E¥ Command Prompt

ft Window
19 Micros

ows IP Confi

ernet adapter

inection-sp
Link-1lo
I Addr

reserved.

Remote Access Management Console
The total clients shown 1 user after successfully connecting to RAS service on the RAS

server.

| JOX
£ Remote Access Management Console
<

‘ U‘ Configuration

VPN

| (] Dashboard

= Operations Status

\

| B Remote Client Status
= Reporting

Remc

RAS-Standard [Running]

Acc

b Server Status

24 Operations Status ~
{" RAS.corp.localdomain ~
@ veN A

© Services

& VPN addressing
& VPN connectivity

* DirectAccess and VPN Client Status

Total active clients: 1 Total transferred data:

Total active DirectAccess clients: 0  Maximum client connections:

Total active VPN clients: 1
1

Total cumulative connections:

*» Remote Clien

3.1 KB in/1.6 KB out

- X
>
Tasks
Monitoring A
Refresh
~
Configure Refresh Interval
Generate Usage Report
~

1

12:36 PM
= = s 11/26/2019 L L

R o |5k @ Q¢ Left® leftss
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THE FOLLOWING INSTRUCTIONS SHOULD NOT BE NEEDED - Instructions were
used for troubleshooting configuration issues.

change default route - Original the default IP address for the two vm might be
assign to VM switch IP address, therefore we must change the default gateway to
the interfaces of the Endian FW/Router. Perform the following powershell
commands on both Windows Standard Servers.

PDC1 Server

powershelll

remove-netroute 0.0.0.0/0

when prompted to remove the route enter: yes
new-netroute 0.0.0.0/0 -nexthop 192.168.56.101
RAS Server

powershell

remove-netroute 0.0.0.0/0

when prompted to remove the route enter: yes

new-netroute 0.0.0.0/0 -nexthop 192.168.57.101

get-NetAdapter

remove-netlPaddress



